
OVERVIEW
It is generally accepted that if someone has physical access to any  
computing resource, that system can inevitably be compromised; 
therefore, physical security has evolved as one of the most  
important security controls that can be applied across the network.
However, in today’s world, the convergence of physical security 
and logical security solutions requires IT directors to manage far 
more information than ever before.
The complexity of physical security, including operational  
management issues, makes it difficult to implement.
DigitalDefence’s Physical Security Services has two immediate 
goals:
•	 Ensures a safe working environment for all employees; and
•	 Ensures that physical access controls, data centres, server 

rooms, environmental controls, and key facilities are secure.

BENEFITS OF STRONG PHYSICAL SECURITY INCLUDE:
•	 Highlights employee safety; builds trust between employees 

and the organization
•	 Ensures the integrity and availability of vital network resources  

and data
•	 Provides protection against social engineering attacks—the 

most successful means of obtaining information from an  
organization

•	 Minimizes corporate liability
•	 Reduces or eliminates financial and reputational costs of a data 

breach
•	 Standards-based assessment complies with Canadian Federal  

government (RCMP) standards

Improve corporate risk 
reduction with strategic 
security and privacy  
services.

Is the Physical Security Service 
right for your company?

•	Do current physical security  
controls, and the way that they are 
implemented, provide adequate 
safety for your personnel and 
security for your data?

•	Are you considering adopting 
access controls based on new 
technologies, such as biometrics?

•	Are your employees trained to 
identify and resist physical  
intrusions?
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SERVICE DESCRIPTION
DigitalDefence’s Physical Security service, which may or may not 
be combined with a social engineering assessment, is based on 
Canadian Federal Government security standards and industry 
best practices. It includes:
•	 Analysis of information gathered from interviews with key 

stakeholders
•	 Review of organization’s IT security processes and documents 

related to physical security, incident response, HR processes, 
emergency plans

•	 Review of operational controls, such management of on-site 
contractors and visitors

•	 On-site inspection of external physical security controls,  
including environmental design (CPTED), fencing and lights, 
access points, guards, alarm systems, and closed circuit TV 
(CCTV) monitoring data storage used to support access control 
systems

•	 On-site inspection of internal physical security controls  
including access controls (locks and keys, badge and electronic 
key access, biometrics), use of security zones, doors, windows

•	 Review of data centre, server rooms, wiring closets and other 
spaces supporting the network infrastructure

•	 Review of environmental controls including HVAC, fire detection 
and suppression systems, water leakage control

•	 Physical security of servers, workstations, mobile devices, 
backup media, and other endpoints

•	 Physical security of non-electronic data (printer rooms, records 
storage areas)

NOTE: We do not conduct sweeps to find covert listening or 
transmission devices (“bugs”); however, we have partnerships 
with several reputable firms that can provide this service if  
needed.

About DigitalDefence

DigitalDefence provides complete  
protection against data security 
breaches. We provide the advisory 
services that align security with 
your business strategy and  
practices. Our protection services 
secure your data by assessing  
vulnerabilities and validating  
security controls using audits and 
penetration testing, or “ethical 
hacking”. And should you suffer a 
security or privacy breach, we  
provide the 24x7 response services 
and expertise to minimize financial 
and reputational loss.


